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1.2 Afger==23H 8l

1 . GEEaEa 16@. 168, 199 .12/ 220.149.212.55 DM /9 btandard query EGY2d A Lmed. cate.naver.com
2 ©.607925 200.149.212.55 166. 168, 169. 127 NS 151 Standard query response ©x5928 A lm@d.cafe.naw ¥ = -
3 8.008511 198. 109. 189.127 216.89.168.66 Tcp 66 56165 » 443 [S¥N] Seg=© Win=64246 Len=8 MSS=14 *1 o F
4.8.812462 216.89.168.66 166.166.169. 127 Tcp 66 443 > 56165 [SYN, ACK] Seq=8 Ack=1 Win=29208 L -l—l- -1=
5 6.912512 166. 168, 169.127 216.89.168.66 Tcp 5456165 » 443 [ACK] Seq-1 Ack=1 Win-131584 Len-0
.@13882 . 106,189,127 . 571 Client Helle
556 [TCP Prewious segment not c [‘ - TMN1
der] 43 + 5510 ONRONRONE
! 100, 109
5.618355 100, 169.
¢ ] n11 r 1 N
.619383 . 160, 169. .89, 168. 5456165 > 443 [ACK] Seq=518 Ack=3315 Win-131584 U i | J J U
13 6.626183 166. 166, 169.127 216.89.168.66 TLSvL.2 118 Change Cipher Spec, Application Data il -
14 6. 626311 166. 166, 169.127 216.89.168.66 TLSvL.2 146 Application Data
15 8626660 166. 108, 169.127 210.89.168.66 TLSvL.2 1853 Application Data @ @ e
16 6.624816 216.89.168.66 166. 166. 169. 127 TLSvL.2 325 Application Data N1 1 r N
17 6.624816 216.89.168.66 166. 168, 169. 127 TLSvL.2 325 Application Data F e e .J. o & o I E:I

1 1: 79 hwtes on wire (63D hitsi. 78 hutes cantured (63 hits)

ddd.pcap
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if ({nual == 2 & choice==2
printf(" R ALK AARA KR
printf{ ")
printf{"§t varsion:Xétn’

printf( "t hie 0, iph->hlen # 4);
printf("%t total tenath '1d bytest

printf("§t (d:7dn", ntohs(iph->id))

iF (DONT_FRAS(iph=>F| off )

printf( "8t Don't Fraguent®n”):
]
if (NORE_FRAG( iph->F1_0ff))

|
|

printf( "8t More Fracaenttn’):
)
printf(°y U bytestn”, FRAG.OFFCiph->f |.off)):
printf(™st Tive To Live:Xg¥n”, Iph-ottl),
orintf("st FRGHGEHN X0, ioh->protocal
DrInLE("St 1OWP:1d 164714 TOP: 1o UOP: 14 CGPF.Xemy,
PRO_ICHPv4, PRO_IGHP, PRO_TCP, PROUDP, PROOSPF);
printf( "t src:”);
Print IPvd( iph->srcadar);

neinkdl/ “at"\

offeat

9, ntohs{iph->tlen))

nunt==4 )ik nuad==iph->protocel

*IP Protocol

*TTL
-128
-64

window
lINuX
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3.2 445 =M

nti=U
H L:': arg th:i:- :-j,_“-.'JI A58
f ((nunt == 3 & choice==2)] I| (nual == 4 & choice==2) ||

choice==l & nuad==ikeRs(th->srcport)) || (choice==] & nue5==ptoks! th->dst port)))

printfURARARAARAARR TP HE  AAAAAARAARAR' )
W)
sre port:fidn’, pkeis(th->sre_port});
dest port:fufn”, ntohs(th->dst port));
printfl"§tsea no: fufn”, ntohl(th->semm0));
print f(*tack no: fufn”, atehs(th->ackno));

rrrrr

printf("&");
(the>sym) { printf("StN *); }
f (th->ack) { printf(*4cK *); }
f (the>fin) { printfU'FIN ) }
f (th>rst) { print f(*RST *); )
f (the>psh) { orint f('PH *); }
f (thesurg) { orint f(*"LRS *); ]
YIal™ ']:

Wi
$

of sizetiol’, pEeslih->ginsize
nter-fuf’, AEORS(th->uooint

YT Sl
print )

UEIISHNS .9.3.9.9.9.9.5.2.9.0.3.2.9.9.9.9.9.9.9.2.8.9.5.8.3.9.¢.0 il

{

*SRC PORT NUM
Sux| ZE
*DST PORT NUM

2K EE
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4.2 2=

0 .[,.“:‘4':“ 92 L| C}

Aok ethernet header ol ok

dest fffffffl ff'
source + 0034962 b
[ 3Tyoe: OxB00

(1P xR0 ARP: Ov0RCR)

18.8.8.00090008888800080088888800
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-1D -Fragment
-offset -ttl
-protocol -src ip
-dst ip

L 4 i L L 1 L J
N -'a, P _- AA ”~ ,- 4_ Py S o WO L N N N 4 ,."A, ,u-*: "o N N f'-, N N -"-, ,.--.,
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B W e B 475 =3 RRALCL

=" T 1=
-Src Port -Sequence number
-Dst Port -Window Size
-Acknowledge number
a M -Flag
.a.z.::i...: E.EEH' | -Urgent Pointer
Window size: b/

urg pointer: ()

18000000008 0008800888008800880¢

1,8.8.0.0.0.9.9.809
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